IS SUMMER SAFEGUARDING
=08 BULLETIN 4

Trust.

RSl Introduction

YT The Achieve and Learn Trust believes that nothing is more
N IS ISSue... important than safeguarding the young people in our schools.

Live Streamin
s Summer can be a time when our young people spend more

What is it? time online than they would do when they are at school. Rather
What makes it than limiting their tech use to keep them safe, it is important to
risky? teach them how to use it responsibly and seek help when
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Live Me things do not go to plan!

This bulletin covers live streaming and how it can be used to

Whisper ) ~ i
groom and entrap children into producing sexual content.

Live Streaming

Livestreaming is currently the biggest concern regarding online exploitation and
abuse of children.

From a survey conducted by the NSPCC :

¢ 24% of children have livestreamed - of these children 6% were asked to
remove their clothes

¢ 12% of children have video-chatted with someone they have not met face-
to-face - of these children 11% were asked to remove their clothes

What is it?

Live streaming is a live visual broadcast over the inter-
net. All you need is an internet enabled device, like a
smart phone or tablet, and a platform (such as website

be streaming to hundreds, or thousands, of viewers.

What makes live streaming risky for children?

Children feel more confident online as they feel protected by the screen. This can result
in them engaging in behaviour that they would not otherwise do in ‘real life’.

Children are taught from an early age to do as they are told and follow adult instruction;
Offenders rely on the acceptance of this ‘rule’ and use young people’s trust in adults to
abuse them.

Children often act on impulse without thinking of the consequences Eg. Sharing personal
information or something sexual.

Offenders use trickery in the form of games that often start off ‘innocent’ and then build
up to trick a child into taking their clothes off.

Live streaming platforms also often allow users to ‘gift emojis such as love hearts and
coins and this can enable adults to manipulate young people into doing things through
flattery and the promise of gifts.

Children can be blackmailed by the threat of losing their followers (the people watching
and commenting on their live stream) to do things they wouldn’t normally do. They can
also be blackmailed financially when perpetrators threaten to share images and videos
with family and friends.
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MONITORWHAT YOURCHILD IS
WATCHING OR BROADCASTING
only way to know what your child is watching or
broadcasting on LiveMe s by regularly monitoring their
usage. Chat to your child about what they like about LiveMe
and what videos they enjoy watching. Ask them why they
want to broadcast live and who they hope will see their videos
- understanding their intention could guide you to suggest
more appropriate services.

DON'T SHARE PERSONAL
INFORMATION
Remind your child that they should never share personal

their last name,
number. If someone

school name, or
asks them for personal information, it does not mean they
have to tell them anything.
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NG PEOPLE
Explain to your child that if they notice inappropriate
behaviour, bullying, or any other rule-breaking conduct on
LiveMa, they can blodta user from chatting on their
broadcast and profile by tapping on their name, navigating
to the profile page, and then choosing ‘block’.
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PRIVACY & SECURITY CONCERNS
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Awhole school community approach to online safety

National
Online www.nationalonlinesafety.com

Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061

PROBLEM?

Wh{is/?er it!

If you have a problem or concern in school or at home, you can report

it to a member of staff anonymously.

To: 07860 021 323

ACA1 [+ your message]

When To Report...

You or a friend are being bullied

You are concerned for
a student's welfare

A student, member of staff, or parent
has behaved inappropriately

You need to talk to someaone
about a prablem

Report via SMS or visit:

Suggestion for changes or
improvements in school




